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• Expertise across data linkage and engineering, data science 
research, software development, infrastructure, information 
governance and innovation.

• HIC is a data ecosystem, facilitating and drive research, helping 
building professional networks

• It is the wider expert team working here that make us a Safe Haven. 
• HIC are data curators/ processors on  behalf of data controllers. We 

have a balance of responsibilities

• International

• UK

• Scotland

• Locally

• Professionally

• 20 Years of Experience
• Circa 40 Staff
• >£170m project support
• >400 research outputs

Health Informatics Centre (HIC)



• Fulfil the needs of the Chief Scientist Office 
(CSO) Scotland
• Scottish Safe Haven Charter (2014) 

accreditation
• ISO27001 certified
• >95% population represented

• HIC are 1 of 4 regional Scottish Safe Havens
• East of Scotland NHS Data

• Run a Trusted Research Environment for 
>12 years

• Full cost-recovery model

Scottish Safe Haven Network



The Five Safes Framework
These best practice processes allow us, as data curators/ TRE 
providers, to maintain trust and transparency in managing data. We 
apply proportionate risk mitigation, including the  use of our TRE.

1. Safe People can access the TRE after training, approvals and our 
data use declaration are in place. 

2. Safe Projects are reviewed for public and patient benefit. 

3. Safe Settings (our TRE) is used to access the data on secure 
technology systems

4. Safe Data, users only use the data that have been pseudonymised 
to protect privacy

5. Safe Outputs, only summary data can be exported out of the TRE, 
after disclosure control to ensure no potentially sensitive data is 
released



LANDSCAPE – What’s the current context?
TREs are the present and future for sensitive/health data research in the UK 
and Europe



LANDSCAPE – What’s the current context?
There are >50 active TRE implementations in the UK. More in development…

Infrastructure choices
Cloud

On-prem

Development models
Community-driven

Commercial

Governance & Accreditation
Regulatory requirements
ISO27001, DEA, DSPT...

Risk appetites



DESIGN WORK - SATRE
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Learn & Explore Simplify & Specify Guide & Sustain

Using a community-driven approach to build a reference TRE 
architecture specification and accompanying implementation



Transparency and Openness – Core Principle
Open Code/Resources:

• github.com/sa-tre
• github.com/sa-tre/satre-specification

Open Documentation:
• satre-specification.readthedocs.io

Open Communication:
• https://medium.com/satre

Transparent Information:
• youtube.com/@healthinformaticscentre 
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https://github.com/sa-tre
https://github.com/sa-tre/satre-specification
https://satre-specification.readthedocs.io/
https://medium.com/satre
https://www.youtube.com/@healthinformaticscentre


What is it?
• A guide on how to build and run a 

TRE
• Four Architectural Principles

• Usability, Maintaining Public Trust, 
Observability, Standardisation

• Four Pillars
• Information Governance
•  Computing Technology
• Data Management
• Supporting Capabilities

• 29 Capabilities
• 160 statements
• 75 mandatory



Capabilities Decompositions



A Truly Community-Led Specification
• ~60 organisations engaged

• 14 Collaboration Cafés
• 25 contributors making direct 

changes to the content

Public Involvement
• Workshops identified transparency as 

a key requirement

• Reflected in three (mandatory) 
statements

• Version 1.0 Released Oct 2023
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Evaluation Spreadsheet



• Whole of Scottish Safe Haven Network: 4 regional 
and 1 national TRE
• Federated governance project funded by 

Research Data Scotland (RDS)

• Publicly available evaluations:
• HIC
• Alan Turing Institute
• Crick Institute
https://satre.uktre.org 
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Information 
Governance

Computing 
technology and 
information security

Data management

Supporting 
Capabilities

Governance Requirements
Quality Management

Risk Management

Study Management

Member Accreditation

Training Delivery and 
Management

End user computing

Infrastructure management

Capacity management

Configuration management

Information security

Data lifecycle management

Identity and access management

Output management

Information search and discovery
Research metadata & data archiving

Business Continuity & Project management
Knowledge management
Financial management
Procurement, IT Service & Relationship management
Public Involvement and Engagement
Legal services

Self-Assessment

https://satre.uktre.org/


SATRE - Implementations
• Aridhia public blog publicising their SATRE 

evaluation
• https://www.aridhia.com/blog/satre-

standardised-architecture-for-trusted-research-
environments-introduction/ 

• Canon Medical
• Client specification requirements 

• SATRE being used as baseline for EOSC-
ENTRUST Horizon Project
• 26 partners
• 14 countries

https://eosc-entrust.eu 

https://www.aridhia.com/blog/satre-standardised-architecture-for-trusted-research-environments-introduction/
https://www.aridhia.com/blog/satre-standardised-architecture-for-trusted-research-environments-introduction/
https://www.aridhia.com/blog/satre-standardised-architecture-for-trusted-research-environments-introduction/
https://eosc-entrust.eu/


SATRE Implementations
Scotland
• Review of Scottish Safe Haven 

Charter (2014) - ScotGov
• Scottish Safe Haven Harmonisation 

work of the SSHN incl. governance – 
Research Data Scotland

England
• Working baseline for SDE network

• Being led by NHS SCWSU
• https://github.com/scwcsu/snsde-

archi-model 

SDE Accreditation
• Sudlow Review
• DHSC & UK Stats working on Digital 

Economy Act accreditation for SDEs

https://github.com/scwcsu/snsde-archi-model
https://github.com/scwcsu/snsde-archi-model


Domain Relevance
• Extensive experience of real-world use of TREs within highly regulated 

environments
• Population census data
• Health care data
• Administrative data

• SATRE specification embeds wide-ranging views of TRE stakeholders
• Fills gaps between implementation and business processes
• Suits governance, data, industry and academic organisations
• Reflects public opinion (in UK)

• Open, transparent and adaptable
• Collaborative



Future Plans
• Version 2.o (in 2025)

• Respond to community testing
• Add support for federated TRE networks
• Add support for AI/ML capability

• Improve evaluation process
• Development of a capability model
• Add maturity model
• Data Tiering

• Training

• Formal accreditation

TREvolution

Formal announcement next week…

TRE Standards &
Implementation

Federation
Disclosure 
Control



Standard Architecture for Trusted 
Research Environments Maintaining our best-practice guide to building 

and operating Trusted Research Environments 
(TREs)

https://satre.uktre.org

What are we doing?

Who benefits? Get involved

https://uktre.org https://securedatagroup.org

Public: Better understanding of what’s 
happening with your data

TRE operators & developers: more sharing of 
knowledge and technology

Users: More consistency amongst TREs

satre-contact@dundee.ac.uk

Join a collaboration café

Finding a sustainable model for SATRE:
● Governance
● Formal accreditation
● Extending SATRE



NFCS Pillars

• Communication ✅
• SATRE IG, TREvolution, HIC

• Technology ✅
• HIC, TREvolution

• Governance ✅ ✅
• SATRE, HIC, DARE IGIG, TREvolution
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